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Student Data Ethics 
1. Scope 

1.1. This policy establishes a baseline for the ethical use of student data within the University of 
Nebraska (University). It is the responsibility of all University academic and business units to 
understand ethical issues regarding student data. 

1.1.1. Student data includes data that defines, documents, or predicts student personal or physical 
characteristics, their location or activities, or their work products or results. Examples may include 
demographic, biometric, family of origin, postsecondary readiness, academic performance, course 
pedagogy, curriculum design, digital objects, and a host of other factors that can be used to better 
understand the individual, their environment, and related interactions. 

1.1.2. Data that provides insight into how students spend their time and money, travel to and from 
campus, how actively students engage with course content, as well as data about outcomes after 
graduation such as employment, wages, volunteerism, military service, etc, is also in scope. 

2. Policy Statement 

2.1. The University recognizes the two fundamental principles established by the Asilomar Convention 
of 2015 regarding the use of student data and results related to analytics in higher education. 

2.1.1. learning research should be for the purpose of improving higher education 

2.1.2. data and results should be shared only with individuals and organizations committed to shared 
ethics 

2.2. All collection, storage, and use (Data Activities) pertaining to student data are bound by the 
University’s ethical responsibility that Data Activities are performed on behalf of (and to the 
measurable betterment of) students. As such, any Data Activities shall be directly tied (and limited) 
to one or more beneficial outcomes such as: 

2.2.1. provide new insights into student behaviors related to learning 

2.2.2. understand which curriculum designs, instructional delivery, and academic support programs most 
effectively promote student success 

2.2.3. develop a framework to inform the use of data and technology in learning research 

2.2.4. develop a better understanding of factors that act as barriers to student success and the best ways 
to mitigate those barriers 

2.2.5. improve the relevance and efficacy of communication with current or prospective students 

2.3. It is the responsibility of Data Owners to maintain and review at least a level of security and access 
control appropriate to the ITS-05 Data Classification and Storage policy (refer to section 7.2 below) 
for each data set, to only collect and retain the data needed for the time period defined, and to 
provide rationale for the beneficial outcome of all data. 

2.3.1. Data Owner responsibilities are subject to approval and review by the University Data Office. 

2.3.2. The University Information Security Office will act as a resource for the University Data Office when 
data is determined to represent IT Risk 

3. Reason for Policy 
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3.1. Student data is equally a core asset and a liability for the University. Data allows the University to 
teach and assist students, empirically demonstrate value added, show responsible stewardship of 
public funds, comply with state and federal reporting mandates (including those related to Title IV), 
document compliance with regional accreditation standards, and recruit new students. Aside from 
the risk presented by data security breaches, the possession of student data also increases the risk 
for “analysis paralysis,” reckless collection/storage, and improper use of data. Without a common 
set and understanding of guiding principles, the University compounds all risks inherent to student 
data. 

4. Procedures 

4.1. Additional clarification 
 
Situations may arise for which additional advice may be required. The University Data Office, The 
University Information Security Office, the Office of the General Counsel or Academic Deans and 
Divisional Leaders should be consulted before institutional risk is assumed. Training on data 
security has been licensed for University and is available within the SANS “Securing the Human” 
video-based training modules. 

5. Definitions 

5.1. Data Owners? 

6. Additional Contacts 

6.

6.1. This section may be modified to include responsibilities if necessary. This section is optional. 
7. Related Information 

7.1. An appendix of examples of data types is available at: https://its.unl.edu/ea/unl-data-security-
classifications-examples-appendix  

7.2. ITS-05 Data Classification and Storage: https://its.nebraska.edu/-/media/unca/docs/offices-and-
policies/policies/policies/its-05-data-classification-and-storage-policy.pdf?la=en  

8. History 

8.1. 0.1 created by Paul Erickson

Subject Contact Phone Email

https://its.unl.edu/ea/unl-data-security-classifications-examples-appendix
https://its.unl.edu/ea/unl-data-security-classifications-examples-appendix
https://its.nebraska.edu/-/media/unca/docs/offices-and-policies/policies/policies/its-05-data-classification-and-storage-policy.pdf?la=en
https://its.nebraska.edu/-/media/unca/docs/offices-and-policies/policies/policies/its-05-data-classification-and-storage-policy.pdf?la=en
https://its.nebraska.edu/-/media/unca/docs/offices-and-policies/policies/policies/its-05-data-classification-and-storage-policy.pdf?la=en

	Student Data Ethics
	Scope
	This policy establishes a baseline for the ethical use of student data within the University of Nebraska (University). It is the responsibility of all University academic and business units to understand ethical issues regarding student data.
	Student data includes data that defines, documents, or predicts student personal or physical characteristics, their location or activities, or their work products or results. Examples may include demographic, biometric, family of origin, postsecondary readiness, academic performance, course pedagogy, curriculum design, digital objects, and a host of other factors that can be used to better understand the individual, their environment, and related interactions.
	Data that provides insight into how students spend their time and money, travel to and from campus, how actively students engage with course content, as well as data about outcomes after graduation such as employment, wages, volunteerism, military service, etc, is also in scope.
	Policy Statement
	The University recognizes the two fundamental principles established by the Asilomar Convention of 2015 regarding the use of student data and results related to analytics in higher education.
	learning research should be for the purpose of improving higher education
	data and results should be shared only with individuals and organizations committed to shared ethics
	All collection, storage, and use (Data Activities) pertaining to student data are bound by the University’s ethical responsibility that Data Activities are performed on behalf of (and to the measurable betterment of) students. As such, any Data Activities shall be directly tied (and limited) to one or more beneficial outcomes such as:
	provide new insights into student behaviors related to learning
	understand which curriculum designs, instructional delivery, and academic support programs most effectively promote student success
	develop a framework to inform the use of data and technology in learning research
	develop a better understanding of factors that act as barriers to student success and the best ways to mitigate those barriers
	improve the relevance and efficacy of communication with current or prospective students
	It is the responsibility of Data Owners to maintain and review at least a level of security and access control appropriate to the ITS-05 Data Classification and Storage policy (refer to section 7.2 below) for each data set, to only collect and retain the data needed for the time period defined, and to provide rationale for the beneficial outcome of all data.
	Data Owner responsibilities are subject to approval and review by the University Data Office.
	The University Information Security Office will act as a resource for the University Data Office when data is determined to represent IT Risk
	Reason for Policy
	Student data is equally a core asset and a liability for the University. Data allows the University to teach and assist students, empirically demonstrate value added, show responsible stewardship of public funds, comply with state and federal reporting mandates (including those related to Title IV), document compliance with regional accreditation standards, and recruit new students. Aside from the risk presented by data security breaches, the possession of student data also increases the risk for “analysis paralysis,” reckless collection/storage, and improper use of data. Without a common set and understanding of guiding principles, the University compounds all risks inherent to student data.
	Procedures
	Additional clarification Situations may arise for which additional advice may be required. The University Data Office, The University Information Security Office, the Office of the General Counsel or Academic Deans and Divisional Leaders should be consulted before institutional risk is assumed. Training on data security has been licensed for University and is available within the SANS “Securing the Human” video-based training modules.
	Definitions
	Data Owners?
	Additional Contacts
	This section may be modified to include responsibilities if necessary. This section is optional.
	Related Information
	An appendix of examples of data types is available at: https://its.unl.edu/ea/unl-data-security-classifications-examples-appendix
	History
	0.1 created by Paul Erickson


